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Abstract: The accomplishment and insinuation of feedback shift register (FSR)
for the past five decades, lies in the simplest type of digital sequential network
circuit with the unit delay can be the physical or the storage element, to deliver
a sequence of binary bits, repeat after a period due to the circuit states of finite
numbers. The state sequential network by framing the logic for state variable has
found wide usage in the sequence or code generation, counting, and sequence
recognition or decoding. Thus the logical design by shifting the registered bits
from the physical or storage element exhibits the concept of shift register in the
general sequential network. The shift register provided with the suitable feedback
logic, capable of generating long string of binary digit possessing quasi-random
properties. The high-speed communication cryptography, stream cipher, test
pattern generator, image encryption, cyclic redundancy check (CRC) operation
and Bose-Chaudhuri-Hocquenghem (BCH) encoder require the generation of
random numbers in which the FSR have been utilized. This paper addresses a brief
overview of the key expansion in the feedback shift register and feedback with
carry shift register of either linear or non-linear with the sequential and/or parallel
processing architectures along with their concealed and imminent applications.
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1 Introduction

In the linear regime, the concept of the linear-product type feedback shift register
(FSR) staunched from the simple hypothetical descriptions provided by a polynomial
representation of the feedback function which is a generalisation of the linear type and could
be applied to the general non-linear FSR to give a flexible theoretical description. Zierler [1]
in 1955 postulates quite a few binary sequence generator from the polynomial representation
of the feedback function. In same year golomb [2] postulates how to generate the randomness
properties with the sequences generated. The main objective in deriving this polynomial
technique is to set up a theoretical description for the formation of polynomial products and
the factorisation of composite types. The binary sequence situation is generalized to that of
a multi-valued p-binary logic, where p is any prime integer as suggested by huffman [3] in
1956. These techniques would then be applicable to the description of non-linear product
FSR. The research on linear feedback shift registers (LFSR) started in the early 60’s by
elspas [4] in 1959 and continued actively for many years and the key concept of FSR is based
on the linear sequential network as described [4] in 1959. Furthermore, the error detection
using the cyclic codes is postulated [5] in 1961, for the network logical structure and state
logic relations for sequential networks behaviour for all possible cycle lengths postulated
[6] in 1964, not merely for maximal cycle lengths. Thus, the class of networks treated here is
not limited to shift registers with feedback, but includes arbitrary interconnections of delay
elements. The linear logic elements with the serial-to-parallel transformation of LFSR [7]
and mapping between the equivalent states chosen to be a linear transformation postulated
[8] in same year.
The collection of contralinear feedback shift register with utmost one invertor [9] in the
feedback path is similar to that of linear sequence network and the logical design procedure
for feedback shift registers, which permits the gating of a common clock signal [10] and
the binary sequence are constructed using Berlekamp-Massey algorithm with the minimal
LFSR generating a given binary sequence and to synthesis the LFSR with a maximum
period with the primitive generator polynomial hypothesized [11] in 1969. The polynomial
representation of non-linear feedback shift register with the invertors [12] and LFSR
associated sequences have become increasingly more important in many areas of electronics
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and communication during the past few decades.
The success of LFSR, stemmed from the simple theoretical descriptions provided by a
polynomial representation of the feedback function. Based on finite fields LFSR-based
computational problems to their counterparts have increased attention in 70’s. Feedback
logic of a non-linear type feedback shift register to be represented as a non-linear polynomial,
using K-maps [13] and the polynomial form of the non-linear product feedback shift register
in the sequential behaviour hypothesized [14] in 1970. Thus the comprehensive clarification
of the cyclic redundancy check and double adjacencies with circular shift in feedback
shift registers [15, 16, 17] in early 70’s. During the mid and end of 70’s, fredricksen

suggested the non-linear k-ary debruijn cycle of sequences which is the stepping stone
for the non-linear sequences [18, 19, 20] and mykkeltveit [21, 22] have postulate the non-
linear recurrences and arithmetic codes for the feedback shift registers. Numerous research
have been adopted with the debruijn sequences and developed the memory less algorithm
[23] in 1981 for the feedback shift register binary sequences. FSR numerous applications,
including cipher system for the secure commutations suggested [24] in 1982, testing [25] in
1985, stream cipher cryptography [26] in 1991, error detection and correction [27] in 1999
and data compression [28] in 2004. Now-a-days LFSRs are well understood and grown-up
in the global market and most fundamental problems of characteristic polynomial, linear
complexity related to LFSRs are solved.

1.1 Linear Feedback Shift Registers

The better choice for pseudo-random number sequence generators and its applications
is the feedback shift register technique. As in a normal shift register in the fibonacci
implementation as shown in Fig.1, all the logic bits except the last is shifted each
cycle. Due to the non-linear function of the preceding bits, the last bit is updated
accordingly. As generalization of the fibonacci implementation, it can be considered as
galois implementation as shown in Fig.2. According to the next-state function, each bit
in a galois implementation is updated, which is a non-linear function of the previous
bit which is up to kth other bits, this is obvious that galois architecture is faster than
fibonacci architecture, since the propagation time for smaller function of the individual bits
in galois configuration is reduced as compared with the large feedback function in fibonacci
configuration.

Figure 1 : Fibonacci LFSR

As a significant importance, LFSRs are commonly used in very large scale integrated circuit
testing and other non-secure applications. A shortest stage of binary machine for generating
a given periodic sequence, an algorithm [29] is constructed using one or more linear product
feedback shift registers by combining the states of LFSRs or by clocking the LFSRs in a
modified manner (A5 cryptographickey generator) [30]. Thus, the combining based scheme
takes the outputs of several LFSRs to produce the NLFSR output. The main drawback
of LFSRs in the context of cryptography is their linearity through cryptanalysis and the
structure of a n-bit LFSR can be inferred by observing consecutive bits of its sequence [31].
Therefore, LFSRs cannot directly be used in cryptography applications.

Figure 2 : Galois LFSR
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The NLFSRs with non-linear feedback functions, either fibonacci or galois implementations
are used to overcome the drawback in linear feedback shift register which are commonly
used and be more secure than LFSR in the cryptanalysis attacks [32]. Statistical properties
of the binary sequences by LFSR have been analysed to satisfy postulates of golomb’s [33]
1st and 2nd, by which the generated random number sequences are of maximum length.It is
extremely difficult task to construct the feedback function for large NLFSRs with guaranteed
maximal length sequences, using smallest register with non-linear feedback function [34].
The basic comparison of fibonacci and galois LFSR is summarized in Table.1.

Table 1 : Comparison of Fibonacci and Galois LFSR

1.2 Non-Linear Feedback Shift Registers

An excellent overview of the full length non-linear shift register cycle algorithm [35] in
which, the binary bit sequence of NLFSR are a generalization of linear product FSRs.
Next, the non-linear function of the previous states are generated by the current state by
constructing a minimal NLFSR algorithm generating a sequence of binary state presented
[36] in 1989. Systematic procedure for constructing modified NLFSRs with a bit sequence
of long period [37] with the existing algorithms either considering certain special cases
postulated by dubrova [38]. Thus, it is applicable to small NLFSRs only, is suggested by
frederickson [39, 18, 19, 20] and other applicable existing algorithms for generating the best
possible sequences to NLFSRs postulated [40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 30, 51] in
detail. The non-linear feedback shift registers used for the security techniques (cryptographic
key generation) utilizes the non linearity feedback function for the next state to generate
the maximal length sequences output.
For NLFSRs, the fibonacci to galois transformation is not unique [52, 53, 54], to transform
from fibonacci to galois NLFSRs configuration can potentially reduce the depth of the
circuits by implementing logical feedback functions, thus increasing the throughput and
decreasing the propagation time [53]. The mathematical properties of LFSRs can be
leveraged to derive analytical guarantees of the NLFSR performance. The clock controlled
NLFSRs use irregular clocking for one or more of the LFSRs, based on some sub-generator
or functions of the LFSR states. In the security techniques method, the A5 cryptographic
key generator consists of three LFSRs, in which a specific clocking bit from each LFSR is
used to calculate a majority output. The clocking of each LFSR is done only if its clocking
bit contests with the majority output and the output of the A5 cryptographic key generator
is the XOR of the last bit of each LFSR. Thus the general drawbacks are eliminated
and reduced with clock-controlled periods schemes and hence improve the linearity of the
NLFSR output.
This paper conferred the principles of linear type feedback shift register operation, covering
the elementary ideas from composition of the characteristic polynomial of the transition
matrix determines the behaviour of the FSR and sequential operations can be explained for
the periods, cycle sets and sequence structures, when the characteristic polynomial is either
irreducible or composite followed by design of basic linear and non-linear FSR.
The remainder of this paper is organised as follows, the key developments in FSR algorithms
and architectures are conferred in Section II, which covers the algorithms and architectures
pertaining to analysing feedback functions of maximum period NLFSRs and by choosing
a sequence of states, a heuristic approach minimizes the gate complexity of the next state
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functions. This confer the key developments of fibonacci and galois feedback with carry shift
registers algorithm and architectures with the space representation and basics of the linear
FSR techniques either serial or parallel type architectures. The necessity of feedback shift
register applications and brief classification are discussed in Section III. The applications of
FSR are conferred briefly in Section IV. The conclusion along with future research directions
are discussed in Section V.

2 Algorithms and Architecture

In this section, the basic properties and algorithm of LFSR sequence are conferred, from
composition of the characteristic polynomial, however the sequential operation can be
explained for the periods, cycle sets and sequence structures, where the characteristic
polynomial is either irreducible or composite followed by design of the basic linear and
non-linear FSR.

2.1 The FSR Algorithm

The feedback shift register (FSR) represented in normalized form of order n as shown in
Fig.3 with the storage element in binary format called stages or bits. Each associated state
variable ai represents the current value of the stage i where i ∈ {0, 1, · · · , n− 1} and a
feedback function fi : {0, 1} n → {0, 1} determines the value of i is being updated. A
state of an FSR is a vector of values of its state variables (a0, a1, · · ·an−1). The current
state of FSR is determined from the next state of FSR at every clock cycle, simultaneously
updating the value of fi of each stage i. The input fed to FSR is the value of its (n− 1)
stage as referred to equation (1). The longest cyclic output sequence length determines the
period of FSR and the output value of its stage 0 is produced. FSRs is of type linear, then
all the feedback functions, i.e., of type

f(a0, a1, · · · , an−1) = c0 ⊕ c1a0 ⊕ c2a1 ⊕ · · · cnan−1 (1)

where ci ∈ {0, 1} for i ∈ {0, 1, · · · , n}, then it is called a linear feedback shift register.

Figure 3 : General Structure of FSR

2.1.1 Properties of FSR sequences

The operation of a FSR is largely determined by its characteristic polynomial over the
binary sequence which is closely related to the output sequence properties [51]. Some of
the properties for the maximum length of binary sequence are summarized below,

Property − 1) : Characteristic Polynomial : The connection polynomial corresponds
to r-stage LFSR stages as in equation (2), with the r taps (p1, p2, · · · , pr) on the cells of
an r-stages.

p(X) = prX
r + pr−1X

r−1 + · · ·+ p1X − 1 where r ∈ {0, 1, · · · , n} (2)
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The output sequence p(X) of a LFSR is periodic that depends on both the initial condition
and the characteristic polynomial. The period of the LFSR sequence expressed in terms of
the characteristic polynomial.

Property − 2) : Power Series : The binary sequence a = (a0, a1, a2, · · · ) which are
infinite, is identified by its generating function as referred to equation (3),

A(X) =
∞
∑

i=0

X i (3)

in which the formal power series with integers modulo 2 with the coefficients are
deterministic, with the ring Z/2 [[X ]] consist of an element. The sequence a is eventually
periodic as shown in equation (4), the quotient of two polynomials are generated from the
function,

A(X) = (r(X)/p(X)) ∈ Z/2 [[X ]] (4)

in which the numerator r(X) is the initial seed polynomial and the periodic part of the
sequence a generated by the linear feedback shift register where denominator p(X) is the
connection polynomial of it.

Property − 3) : Galois F ield : The linear feedback shift register with connection
polynomial p(X) of length r, let us consider a = (a0, a1, a2, · · · ) is a sequence of bits
which is periodic and irreducible if γ ∈ GF (2r) is a root of p(X) for all i = 0, 1, 2, · · · ,
where ai = Tr(Aγi) for A ∈ GF (2r) which resembles the initializing of shift register
with the choice of initial seed loading. Hence, galois field denotes the function to trace
Tr : GF (2r) → GF (2).

Property − 4) : Periodic : The smallest size of LFSR generates a sequence a which is
of periodic in regular which is termed as linear complexity of a and it is the significant
measure of the security application in cryptographic. The berlekamp-massey algorithm
provides the efficient way to design the minimum size shift registers. This algorithm in
two senses can be optimal (i) it decide the periodic sequence a coincides with the smallest
LFSR and (ii) minimal information i.e., ith bits sequence of first two spans are needed.

Property − 5) : Maximum Length : The maximal length sequence (also known as
m-sequence) is a LFSR sequence have maximum possible period T = 2n − 1 for n stages,
in which LFSRs generates the m-sequences exactly those sequences corresponds to the
taps of connection polynomials which is primitive. Thus the sequences are well balanced
in the any period of an m-sequence which is single and have the deBruijn property [55],
more over every non zero binary string of length r befalls exactly once.

The cyclic reed-muller code of first order, have the 2n − 1 cyclic permutations of a
period of an m-sequence which is single, form the non-zero code words. The fundamental
significance of these codes is in the area of coding theory and are patterns of the general
finite geometry codes.
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2.2 The Cyclic Redundancy Check (CRC) and Bose-Chaudhuri-Hocquenghem

(BCH) Algorithm

For CRC and BCH generator polynomials dK = d0 = 1, in GF(2) as referred to equation
(5). Let, for n = (0, 1, · · · , N − 1), represent an input sequence of length N.

g(x) =

N−1
∑

n=0

g(n)xn, where g(n) ∈ GF (2) (5)

To attain the remainder (g(x)xK)d(x) by the division of the polynomial g(x)xK by d(x) is
encompassed by the CRC computation and BCH encoding [56]. The open or short circuit
connection exists for implementing two-input XOR gate and the multiplier elements in
which two elements are added, its implies that no connection exists and the direct connection
from input to output can be replaced from the correspondingXOR gate. TheN -bit message
is fed to the most significant bit of LFSR, during the initial N clock cycles. To form the
BCH encoded code word, the feedback is reset to zero, simultaneously the bits of message
are fed to the output after everyN clock cycles and the K registers contains the coefficients
of reminder (g(x)xK)d(x).
In BCH encoding, to form the code word bits in systematic, the remaining bits are shifted
out bit by bit in sequence. The system throughput is modifies to increase the process for
the number of bits in parallel and for the serial computation of the LFSR is limited. In
the linear feedback shift register of serial to parallel transformation [7] are described and
first applied to computation of CRC [15]. Several other methodologies have been recently
presented to parallel LFSR computations. For stream ciphers, it is conferred that, the
basic principle underlying the FSR-based algorithm for different pseudo-random sequences.
The galois field GF (2m) specifies the binary BCH code generator polynomial, where m
(m ≥ 3) is a positive integer. Let α be a primitive element in GF (2m) galois field. For
all the values of i, mi(x) be the minimal polynomial of αi with coefficients in GF (2).
The BCH code generator polynomial is defined as least common multiple (LCM) [33] of
m1(x),m2(x), · · · ,md−1(x) i.e.,

d(x) = LCM(m1(x),m2(x), · · · ,md−1(x)) (6)

where d ≤ 2m − 1, d(x) as shown in equation (6) has a distinct root and their conjugates
as all its roots [57].

Theorem 1: In GF (q) of degree k, the function f is an irreducible polynomial then f has a
root α in GF (qk). For the k distinct elements α, αq , αq2, · · · , αqk−1 of GF (qk), the roots
of f are simple. The generator polynomial d(x) as shown in equation (7) of CRC code is
generated by either a primitive polynomial or a polynomial

d(x) = (x+ 1)p(x) (7)

where p(x) can be product of one or more primitive polynomials [58]. Any primitive
polynomial is irreducible and its extension field has distinct roots. The generator polynomial
with distinct roots of 1 + x is 1.
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2.3 FSR Architecture

FSRs are attractive due to their simple implementation in hardware, fast performance and it
possess several appealing mathematical properties. For example, FSRs of length n whose
characteristic polynomials yield maximum length sequences (m-sequences) cycle satisfies
the relationship m = 2n-1, through all non-zero states before repeating a state.

2.3.1 Linear FSR Architecture

Each bit of the LFSR state exhibits a uniform probability of 0′s and 1′s, in a random
sequence [59] and can be either implemented in the galois or fibonacci configuration where
it exists a unique transformation between the galois and fibonacci configurations either
serial or parallel architecture. The fibonacci configuration can be obtained from the galois
one (and vice verse) by reversing the order of LFSRs feedback taps and by adjusting the
initial state.

2.3.1.1 Serial Linear FSR Architecture

Let consider that, the input to the LFSR is u(n) as shown in equation (8), and the required
output z(n), i.e., the remainder is y(n) as referred to equation (10) as shown in Fig.4. Thus
the following equation describes the LFSR architecture,

z(n) = y(n) + u(n) (8)

y(n) = dK−1 ∗ z(n− 1) + dK−2 ∗ z(n− 2) + · · ·+ d0(z(n−K) (9)

Substituting equation (8) into equation (9), we get

y(n) = dK−1 ∗ y(n− 1) + dK−2 ∗ y(n− 2) + · · ·+ d0 ∗ y(n−K) + f(n) (10)

where

f(n) = dK−1 ∗ u(n− 1) + dK−2 ∗ u(n− 2) + · · ·+ d0 ∗ u(n−K) (11)

The function f(n) as referred to equation (11) resembles an filter response with
(d0, d1, · · · , dK−1) as coefficients in which ′+′ denotes the XOR operation. The generating
polynomial order represents the basic LFSR as shown in Fig.4 represents the LFSR length
i.e., the coefficients of the characteristic polynomial is represented as the delay elements.
The characteristic of polynomial d(x) as shown in equation (12) of the LFSR is:

d(x) = d0 + d1x+ d2x
2 + · · ·+ dKxK (12)

where (d0, d1, d2, · · · , dK)∈ GF (2). In order to find which tap positions will yield maximal
length sequences, must enter the realm of finite field F2[x], where all the binary field
operations are done using modulo2. The characteristic generating polynomial or feedback

Figure 4 : General LFSR Architecture
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polynomial as shown in equation (13) of an LFSR, is the polynomial so that the tap positions
are correlated,

d(x) = anx
n + an−1x

n−1 + · · ·+ a1x
1 + a0 (13)

The an coefficients can either be 1′s or 0′s and in all LFSR applications, a0 must be 1,
which refers to the fact that there is feedback fed into the new state of LFSR. It is known
that if d(x) divides xN−1, where N = 2n−1,N is prime, then is said to be primitive, and
maximal length sequence correlates to tap positions, satisfy the golomb postulates of 1st
and 2nd. For example, for n = 3, let consider q(y) = y7 + 1. The polynomial factor as
shown in equation (14) considered as follows,

q(y) = y7 + 1 = (y + 1)(y
3
+ y2 + 1)(y

3
+ y + 1) (14)

To create a maximal length sequence of 7 registers long, the last two factors are 1s. The
degree of (y+ 1) = 1 and d(x)will not provide the maximal length tap positions. Therefore,
for the LFSR of 3-bits indicates the maximum tap positions are (1, 3) and (2, 3). Thus
for larger n-bit registers process can be very monotonous by which the tap positions for
LFSR of larger length are well known, and thus the maximal tap and non-deterministic
positions of taps can be determined by the scientific progression. Let d(x) represents
the characteristic polynomials, that produce the maximal length sequences are essentially
irreducible polynomials over the galois field element GF (2n). If all the elements from
a galois field using a finite binary field F2[x] (i.e., finite binary field F2[x] / d(x) ) and
characteristic polynomials d(x) are associated to the account of all states using d(x) as the
characteristic polynomial of LFSR, the order of the states sequence generated may not be
of the same sequence, will be alike.
A set of tap positions corresponds to the mirror image, will produce a mirror image sequence
thus the non-maximal length tap positions correlate to reducible polynomials, it is trivial
to determine the next irreducible polynomial. The reversed feedback set is described by
[n, n− C, n−B, n−A] for the original feedback set of [n,A,B,C], where n is the
number of LFSR stages. Thus, if the given one irreducible polynomial is GF (2n), it is
trivial to determine the next irreducible polynomial. The information that each register state
of LFSR is an element of galois field GF (2n) over the characteristic polynomial d(x). The
relationship of LFSR and galois fields can be exploited into Advanced Encryption Standard
(AES) of cryptographic application.
The statistical modelling [36] portray the behaviour of the maximum complexity, η(ci)
denote the probable number of increasing length and the maximum order complexity (ci)
of a random sequence as shown in equation (15) of length l,

η(ci) = 2 logb l (15)

In order to construct the feedback shift register of shortest length sequence, initially requires
the maximum order complexity and its feedback function are determined. The deBruijn

sequences have a maximum of order n complexity [35] and non-random which generates a
given sequence of length l. The initial order operation is proportional to l and is expected
to produce 2 log l complexity value and the next operation with standard technique can be
performed [36], has order c2c for the binary case. Hence, the expected order of the FSR
synthesis procedure is 2l2 log l as opposed to l log l for deBruijn sequences. The standalone
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FSR are insecure and structured with characteristic polynomials, can be easily recovered
from the output sequence by (i) Berlekamp-Massey [60] Algorithm and (ii) Extended

Euclidean Algorithm [61]. The feasibility of general FSR resynthesis limits the expected
order to moderate the length of sequences.

2.3.1.2 Parallel Linear FSR Architecture

A parallel linear FSR architecture based on computation of state space transformation
[62, 56]. The LFSR as shown in Fig.4 as referred to equation (16) can be described by

y(n+ 1) = Dy(n) + eu(n); n ≥ 0 (16)

with the initial state y(0) = y0 . The K-dimensional state vector y(n) as shown in equation
(17),

y(n) = [y0(n) y1(n) · · · yK−1(n)]
T (17)

and D is the K x K matrix given by,

[

D
]

=













0 0 0 · · · 0 d0
1 0 0 · · · 0 d1
0 1 0 · · · 0 d2
· · · · · · · · · · · · · · · · · ·
0 0 0 · · · 1 dK−1













(18)

The K x 1 matrix e as shown in equation (19),

e = [d0 d1 · · · dK−1]
T (19)

The remainder of the polynomial division computes the state vectors which determines the
system output. The output vector z(n) is added to the output equation z(n) = Dy(n) to
the state equation, in which A equal to the K x K matrix which is identity as shown in
equation (18). The coefficients of the generator polynomial d(x) appear in the right-hand

Figure 5 : Parallel LFSR Architecture

column of the matrix D. This is the companion matrix of characteristic polynomial d(x),
the initial state y0 depends on the given application.
In broad-spectrum, parallel architectures of LFSR as shown in Fig.5 proposed to an increase
in the critical path. The operation speed of the circuit get decreased as the critical path is
longer, thus by parallel processing the throughput rate will be reduced. To decrease the
critical path, the feedback loops of parallel architectures and pipe lining technique cannot
be applied due to the delay elements and other issue is the hardware cost. The novel parallel
CRC architecture [62] based on the state space representation used to shift out the feedback
loop complexity. To increase the speed-up, based on state space transformation can be
achieved by pipe-lining the feed forward paths. In the parallel system architecture, block
delay is referred by the each delay element where the original sample bit period is achieved
from the clock period of parallel system which is of three times the sample bits.



Five Decade Evolution of Feedback Shift Register : Algorithms, Architectures and Applications11

The L-parallel LFSR architecture [62] system are processed in parallel, with the L elements
of the input sequence u(n). The input to the parallel system is a vector uL(wL) as shown
in equation (20), where N (integral multiple of L) is the length of the input sequence.

uL(wL) = [u(wL + L− 1)u(wL+ L− 2) · · ·

u(wL+ 1)u(wL)]T ;

where w = 0, 1, · · ·

(

N

L

)

− 1

(20)

The state space equation can be written as

x(wL + L) = DLy(wL) + ELuL(wL);

z(wL) = CLy(wL);
(21)

where the index wL is incremented by L for each block of L input bits. The matrix EL as
shown in equation (22) is a K × L matrix given by

EL = [e De D2e · · · DL−1e]; (22)

and CL is N ×N identity matrix. The output vector z(wL) as referred to equation (23) is
equal to the state vector which has the remainder at

m =

(

N

L

)

(23)

The L-parallel system which processes L-bits at a time as shown in Fig.5, which possess
the delay issue in the feedback loop, increases due to the complexity of DL. In high-speed
parallel architecture [56] for LFSR, the block delay is referred by each delay element, the
throughput of the system is limited by delay in the feedback loop.

2.3.2 Non-linear FSR Architecture

The Non-Linear Feedback Shift Register (NLFSR) [52] consists of bits of storage elements
i where i ∈ {0, 1, · · ·n− 1}, associated with state variable is represented as ai which
represents the current value and it determines the updated values of bit i for the feedback
function fi. For any value of i, fi depends on a(i+1)mod n. The NLFSR state is a values
of its state variables a = (a0, a1, · · · , an−1). The next state of NLFSR is determined from
the current state at every clock cycle, by simultaneously updating the function fi for the
value of each bit i. Feedback functions of NLFSRs are represented in the algebraic normal
form (ANF) which is a polynomial in the form of galois field GF (2) type

f(x) =
2n−1
∑

i=0

bi · a
i0
0 · ai11 · · · · a

in−1

n−1 (24)

where bi ∈ {0, 1} and (i0, i1, · · · in−1) is the binary expansion of i. The boolean function
f(x) dependence set is shown in equation (24),

debf(f) = {i | f |ai=0 6= f |ai=1(x)} (25)
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Figure 6 : An n-bit Fibonacci NLFSR Architecture

where

f |ai=j = f(a0, · · · ai−1, j, ai+1, · · · , an−1) forj ∈ {0, 1} (26)

The equivalence conditions of two NLFSRs [53] are equivalent if the binary output
sequences sets are equal. NLFSR can be implemented in two configurations like LFSRs,
either fibonacci configuration with external feedback as shown in Fig.6, or galois
configuration with internal feedback as shown in Fig.7.

Figure 7 : An n-bit Galois NLFSR Architecture

The feedback functions of a fibonacci NLFSR, except fn−1 are of type fi = ai+1 in the
fibonacci configuration, can be applied to left most bit from any bit. The feedback functions
in the galois configuration [29], can be applied from any bit i to any bit j such that j ≥ i
where i ∈ {0, 1, · · · , n− 1}. The feedback function of a fibonacci NLFSR is limited by
the depth of the circuit due to the operating speed. To increase the operating speed, the
transformation to an equivalent galois configuration from fibonacci configuration [38] of
an individual bits, potentially reduces the depth of the circuits implementing with feedback
functions.

Table 2 : Comparison of Fibonacci and Galois NLFSR

An algorithm for constructing a fastest galois feedback shift register of non-linear product
type [52], apart from the fibonacci and the galois configurations, there are also other types
of NLFSRs [63] in which there are many n-bit galois NLFSRs which are equivalent to a
given n-bit fibonacci NLFSR. Further, method to generate full length sequence by NLFSR
is proposed by Dubrova [64]. On the other hand, equivalent n-bit fibonacci NLFSR for
everyn-bit galois NLFSR are not very equal, by which everyn-bit fibonacci NLFSRs output
sequences are described by a recurrence of ordern for non-linear, such a recurrence does not
always exist for n-bit galois NLFSRs [65]. The brief comparative analysis of fibonacci and
galois configuration type NLFSR is presented in Table.2, which shows that galois NLFSR
is the obvious choice for the propagation time, which is reduced due to the parallel bit
computation.

2.3.3 Feedback With Carry Shift Register Architecture

As an alternative to LFSR to design the stream ciphers, the feedback with carry shift
registers (FCSRs) been proposed [66] to provide with the good statistical properties and
built-in non-linearity sequences with the known period. FCSR have been classified depends
upon the inputs either multiple or one common inputs along with the feedback functions.
The configuration with a single feedback function which depends on multiple inputs
termed as fibonacci FCSR. The configuration with the multiple feedback functions with
one common input termed as galois FCSR.

2.3.3.1 Fibonacci FCSR Architecture
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The FCSR as shown in Fig.8, is similar to that of a LFSR. The shift register and a feedback
function are common to LFSR and FCSR, the difference is that a FCSR has a carry register
are added together with the bits, instead of XORing in case of LFSR, all the tap sequence
with the bits. The carry register content from the output result of mod 2, become the new

Figure 8 : Fibonacci FCSR Architecture

bit result divided by 2. Table.3 highlights the basic comparison of LFSR and FCSR for the
equivalent parameters, i.e. a feedback polynomial q(X) of degree n and hamming weight
k for the LFSR, and a connection integer q of bit length n+ 1 and weight k for the FCSR.
The basic shift register with the secondary memory m of non-negative integer in the FCSR
architecture [67] have the tapped cells contents (0′s or 1′s) are added as integers to the
memory current contents to form an integer sum σ. The new value of the memory retained
for the higher order bits [σ/2], while the parity bit σ (mod 2) is feedback into the first cell
of the shift register. The current states (b′0, b

′

1, · · · b
′

r−1;m
′) as referred to equation (27) are

related to the previous states (b0, b1, · · · , br−1;m) given by

b′i = bi+1 for 0 ≤ i ≤ r − 2

2m′ + b′r = m+

r
∑

i=1

qiqr−i (27)

Initial non-negative memory [37] for any value m, the memory will be decreased
exponentially which lies within range of range 0 ≤ m ≤ wt(q + 1). The number of 1’s in
the binary expansion of the non-negative integer x is denoted by wt(x) due to this reason,
the memory overflow will never occur. The memory bits at least 1 + [log 2(wt(q + 1))],
adopt qr 6= 0 and the connection integer defined as referred to equation (28) is fitted out
with FCSR,

q = qr2
r + qr−12

r−1 + · · ·+ q12− 1 ∈ Z (28)

The formal power series acquaintance to (α) as shown in equation (29) for any infinite
binary sequence b = (b0, b1, b2, · · · ) element given by,

α =

∞
∑

i=0

bi2
i (29)

One more type of FCSR i.e. d-FCSR as shown in Fig.9, in which every carried bit is delayed
by d − 1 stage before being added to Z[β], which is in need to consist of polynomials in
β with the integer coefficients with respect to the relation βd = 2, and it is bifurcated into
two parts. The part labelled

∏

shown in Fig.9 is an adder in Z[β]. The part labelled Σ adds

Figure 9 : Fibonacci d-FCSR Architecture

the 0, 1 inputs as integers and outputs the result σ′ rendering to its binary extension.
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2.3.3.2 Galois FCSR Architecture

The FCSR in galois representation [68] form is shown in Fig.10. The bits (q1, q2, · · · , qr)
are multipliers, assume qr 6= 0 and the memory cells or carry bits are denoted as
c1, c2, · · · , cr−1. The full adder represented as

∑

sign, at the jth adder, the following
input bits are received: i) the preceding cell is represented as bj ii) the feedback line from
b0qj iii) the memory cell from cj , during the next clock cycle, cells are added to form a
sum σj (with 1 ≤ j ≤ r − 1), it is passed on to the next cell in the register, the current
states b′j−1 as referred to equation (30) and c′j as referred to equation (31) given by,

b′j−1 = σj mod 2 (30)

Figure 10 : Galois FCSR Architecture

and the memories are replaced with the higher order bit,

c′j = σj div 2 (31)

2c′j + b′j−1 = b0bj + bj + cj , for 1 ≤ j ≤ r− 1 (32)

The behavioural analyses of galois architecture circuit with reference to equation (33) for
the connection integer, with reference to equation (33) the power series method used to
analyse is given by,

q = −1 + q12 + q22
2 + · · ·+ qr2

r (33)

In the galois architecture for a d-FCSR as shown in Fig.11, before being feedback the
carried bits are delayed by d − 1 state, the register cell bi+d−2 input is fed by the memory
or carry cell ci, which are numbered b0 starting from. If there are r carry cells (c1, · · · , cr)
and r feedback multipliers (q1, · · · , qr), since cr is feed into br+d−1 then r+d + 1 register
cells (b0, · · · , br+d−2) are manifestly needed. The size of carry register must be at least
log2 t, where t is the number of taps is well comprehensive in the architecture of galois
and fibonacci [67] architecture representations of FCSR registers with the repeating period,
before an initial transient and the maximum period sequence not equal to 2n − 1, where n
is the length of the shift register sequence. The maximum period is related to the integer
numbers is q − 1 gives the taps, where q is the connection integer number as referred to
equation (34).

q = 2q1 + 22q2 + 24q4 + · · ·+ 2nqn − 1 (34)

The log2(t) + log2(m) + 1 steps are sufficient for the initial run of FCSR, where m
represents the initial memory and t indicates the number of taps. Within the length of the
FCSR of n-bits, it degenerates the continuous stream of 0′s or 1′s. The stream cipher
key is represented by the initial state of a FCSR-based key generator of which is having
a set of insecure and weak keys. The novel and attractive features for using the FCSRs
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Figure 11 : Galois d-FCSR Architecture

for cryptography is being pioneered [49, 51] [69]. Any prime numbers p in the p − adic
number system extends to the rational numbers of ordinary arithmetic, which differ from
the rational number system of complex system and real. The analysis of LFSRs is based on
the primitive polynomials of mod 2 addition and FCSRs is based on addition over 2-adic

numbers as referred to equation (35). Using the berlekamp-massey algorithm, the theory of
2-adic analog defines the linear complexity of 2-adic analog, which gradients the probable
stream ciphers.
The main drawback of FCSRs are as insecure as LFSRs, due to the FCSR configuration
structure, the automation of length r can be easily recovered from n = 2r + 1 bits of the
output using (i) Klapper and Goresky algorithm [50] and (ii) Extended Euclidean algorithm
[61] to the integers 2n and the theory behind a LFSR, involved with the multiple carry
registers can do with FCSR for the key stream sequence generation.

Cn =

n−1
∑

i=0

ci2
i (35)

The ramified extensions of the 2-adic numbers is based on addition due to the analysis
of sequence generators [47]. The brief comparative analysis between LFSR and FCSR as
presented in Table.3, which shows that FCSR is an obvious choice for attack, though it
consumes bit more than hardware.

Table 3 : Comparison of LFSR and FCSR

3 Necessity of Feedback Shift Registers

The linear feedback shift register is insecure for the strong cryptographic application, as
the structure of n-bit linear feedback shift register can be easily realized by perceiving 2n
sequential bits using Berlekamp-Massey algorithm [60]. Even though the linear feedback
shift register satisfies the statistical properties, but are not necessary for the stream
cipher to be cryptographically strong and secure. However, due to this essential linearity
characteristic, LFSR based pseudorandom generator for the cryptographic applications
are prone to attacks such as algebraic [70], correlation [71], plaintext [72], timing
[73]. In order to generate cryptographically robust pseudorandom sequence, more than
one linear feedback shift registers with other methods are utilized to generate the non
recursive pseudorandom sequences with non linear characteristics and satisfies the statistical
properties.
Feedback shift register is utilized to generate the random number generators of either linear
or non linear recursive for the pseudorandom test pattern generators required for numerous
applications such as financial and business data, secret codes, communication systems,
etc., together with the cryptographic, data security and transmission. Moreover, the brief
application of linear or non-linear product type related to that of FSR is to generate the
pseudorandom numbers for the image encryption and decryption, data compression, error
detection and correction during transmission, test pattern and high-speed cryptography



16 K.K. Soundra Pandian et al.

applications etc. The next section highlights the applications of FSR to generate the non
recursive pseudorandom sequences.

4 Applications of Feedback Shift Registers

High amalgamation of SoC design is challenging in number of ways using the genetic
evolutionary algorithm method, randomisation method etc. Feedback shift register
techniques is basically applied for the pseudo-random test pattern generators [74],
are deployed to perform various application such as noise generation, error detection,
mobile telephony, cryptography, data compression and error correction to fulfil the basic
requirements such as fault coverage, minimized hardware complexity and automatic
technique for synthesis to generate hardware. The minimization of linear dependencies can
be controlled by selecting appropriate primitive characteristic polynomials and reordering
the FSR cells. The rest of this section highlights few real time applications of FSR.

4.1 Random Number Generators

To generate linear recurrences, the random number generators based on modulo base 2 over
binary field are typical and very suitable for simulation, because of high speed. A better
sequence of numbers can be increased and improved by picking a larger LFSR and using the
lower bits for the random numbers, which satisfies the statistical properties for cryptographic
applications [75]. The random number generator produces a sequence of number which
lacks any pattern appears to be random. Several methods for generating the randomness for
various applications led to different methods. Few random number generators architecture
and its application are elucidated below.

4.1.1 Mersenne Twister Generator

The pseudo-random generator based on a linear recurrence of matrix type is the MT
generator [76] over a F2 finite binary field.

Figure 12 : MT19937 Hardware Architecture

Many flaws are rectified during the fast generation of high quality pseudo-random number
generators, such as statistical tests for randomness, hardware cost and relative difficulty
of replicating the sequences. MT generator of various bit length word generates different
sequences, where MT19937-64 with 64-bit word length and MT19937 with 32-bit word
length. The uniform distribution [77] in the range of [1, 2k − 0] for the k-bit word
length of MT generator have three key block with 32-bit word length in the MT19937
architecture [78] as shown in Fig.12 are the extract and generate numbers and to initialise the
generators executed in parallel to reduce the increasing hardware overhead and enabling the
parallelisation. Further to minimize the hardware complexities of design, modulo operations
are to be replaced by the logical operations.

4.1.2 Multiply-With-Carry Generator

For High speed simulation, the pseudorandom generator exhibits certain properties are
a)High dimension good structure, b) for large value of d, exhibits uniform distribution of
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d-tuples, c) exhibit enormous period and d) for base b which is a power of 2, should be
computable preferably.

Figure 13 : Add-With-Carry Generator

Add-with-carry (AWC) generators [79] as shown in Fig.13 satisfy certain condition to
achieve the good distribution properties of d-tuples should be less than lag. The spectral test
[80, 81, 82] for large value of d gets failed for the AWC generators. The MWC generator[83]
and independently motivated by the cryptography [84, 47, 51] called a feedback with carry
shift register as shown in Fig.10. The modified AWC generator proposed by the MWC
generator satisfies the certain conditions of c) and d). The distribution properties are not
optimal for the MWC sequences. The fast sequences generation of random numbers with the
huge periods due to the MWC methods, raise the integer arithmetic is the main advantage
of MWC generator.

4.1.3 XorShift Generator

Pseudo-random number generators using Xorshift category [85], it transforms the logical
gate XOR on a number with a shifted bit. It is a bit vectors state represented by the xorshift
generator. The next state is achieved by xorshift operation over a certain number at each
step to the x-bit blocks in the present state, where x= 64 or 32 bit. The xorshift operation
is defined as to replace the x-bit block by a xor bitwise operation of the original block by a
position either to the left or right.

4.1.4 Well Equidistributed Long-period Linear (WELL) Generator

The long-period PRNGs are widely used in the WELL algorithm which is better than
the mersenne twister. The MT [77] and LFSRs with huge period lengths, the states are
represented over a large number of bits which requires operation on 64-bit or 32-bit from
one state to next state. The WELL architecture [86] as shown in Fig.14, consists of address,
generate, control, 6R/2W random access memory and temper unit.

Figure 14 : WELL Hardware Architecture

The read/write addresses for the RAM is supported by the address unit. The temper and
generate operation is computed by generate and temper unit and it is fully pipelined. The
control signal coordinates the system which is produced by the control unit. The random
access memory component stores the 32-bit vector states and it can support two write and
six read operations. The advantages of the architecture are high throughput achieves one
random numbers per cycle as well as it does not require any off-chip memory.

4.2 Data Compression

Based on compression scheme method, linear type FSR reseeding can be improved by
rearranging partitioning and merging test data from the given test data set, using fixed-
length LFSR of maximum length sequence can be decompressed. During the LFSR run in
autonomous mode, from the load pattern scan, LFSR seed is determined with the sequence
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of bit generated matches the load pattern scan of specified bits. Due to the repeated patterns
in the consecutive seeds the compression cannot be obtained, thus by eliminating repeated
patterns the compression can be achieved. Since the on-chip decoder is not exploited, LFSR
with the single polynomial is used, so that the decompression process is simple and fast.
Initially n-bit LFSR is loaded with initial seed, applied by the automatic test equipment
(ATE) as shown in Fig.15. In autonomous mode, LFSR utilizes them cycles to fill them-bit
scan chain using the valid test vectors. The ATPG process pooled to overcome the drawback
of LFSR-based compression.

Figure 15 : LFSR-reseeding Architecture

The constrained ATPG process problem are overcomes by the new LFSR-based compression
[87] approach. For attaining a special purpose of slice, LFSR seed to encode as many
slices as possible using the techniques, it specifies the last slice of each seed with the end
of seedÂ’s usage. To impose minimum compression overhead, inherent test characteristic
set and stop slices is proposed using the stop-slice generator. This technique requires an
additional hardware overhead for implementing the architecture to the general LFSR-based.
The seed calculation algorithm is accompanied by the technique to reduce the number of seed
calculations. Furthermost of the common techniques are the code based [88, 89, 90, 91, 92,
93, 94, 95, 96, 97, 98, 99] and the linear decompressor based [100, 101, 102, 103, 104, 105]
in the test-data compression techniques.

4.3 High-Speed Communication Cryptography

The high-speed and secure data-rate is decisive of fast keying algorithm, in the area of optic
fibre based communication. Cryptographic key generation [106] using non-linear product
feedback shift registers based approach to generate multiple key bits in each clock cycle
for the digital communication on optic fibre which operates at several gigabits per second.
For the indispensable high speed data transmission, the speed limitation cannot met by
the LFSR circuit of sequential in nature. To overcome the speed limitation and to achieve
the high-speed application of optical communication systems where several gigabits per
seconds are required to achieve the necessary throughput using the parallel architecture.

NLFSR based approach utilizes n LFSRs which is used to select a new encoded majority
function as shown in Fig.16, during each clock cycle with guaranteed asymptotic maximal
length properties. For the output length of n = 64 and 31 input LFSRs, need 64-bit encoded
majority functions (fM

0 − fM
63 ).

Figure 16 : NLFSR-Encoded Majority Function Blocks

Each encoded majority function has three inputs, one from each LFSR. For implementing
the number of unique encoded majority functions possible is 23C4 = 70, of which 64 are
chosen for random. A secured demand for data communication increases NLFSR generates
key of 64-bit in each clock cycle, is an effective and efficient approach towards fast key
generation necessary for secure high data-rate communications.
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4.4 Bose-Chaudhuri-Hocquenghem (BCH) Encoder and Cyclic Redundancy

Check (CRC) Operation

The series or parallel shift register of type linear is an authoritative sequence element broadly
classified and used in CRC operations and BCH encoders [5],[107, 108] are broadly used
in the area of upcoming communication systems to detect the transmission errors in all
communication protocols. The large scope of parallel architecture have been suggested in the
literature of CRC operations and BCH encoders to large enough to accommodate the length
of the transmitted increase the throughput [57]. In parallel CRC [109, 110] message. The bit
generator and the first n output bits, implementations as shown in Fig.17 have been proposed
x(0), x(1), · · · , x(n) computationally infeasible based on mathematical deduction. BCH
encoders elucidate with high-speed architectures have been proposed [110, 111].

Figure 17 : CRC Architecture

Any generator polynomials be used for any LFSR, generates other bits forward or backward
within the given division and multiplication computations. Consider a polynomial g(x) =
1 + a+ a8 + a9 to generator the sequence. By using the formulation in equation (36) and
equation (37) given by,

y(n) = y(n− 9) + y(n− 8) + y(n− 1) + f(n) (36)

where

f(n) = u(n− 9) + u(n− 8) + u(n− 1) (37)

Table 4 : Data Flow of CRC Architecture

Table 4 shows the flow of data at different time slots in the architecture. To compute the
output, the architecture requires 17 clock cycles is depicted in the Table 4. After every clock
cycles. feedback is reset to zero like basic LFSRs circuit. Since the input values are reset to
zero, the registers are not affected as it retains the intermediate value for the computation,
till the remainder bits are shifted out.

4.5 Stream Cipher Generator

Secured key stream generators cryptographically [112], the stream cipher as shown in
Fig.18, clock period are large enough to accommodate the length of the transmitted message.
Further, the dynamic key sequence are generated for the stream cipher and implemented
for secured cryptographic transmission [113]. The bit generator and the first n output bits,
x(0), x(1), · · ·x(n− 1), are computationally infeasible to predict the (n+ 1)th bit, x(n)
in the sequence with better than a half chance. The cryptanalyst will not generate other bits
forward or backward within the given portion of the output sequence. The LFSRs operated

Figure 18 : Stream Cipher



20 K.K. Soundra Pandian et al.

at higher rates than the required output rate [114] with the multispeed generator exploits
two LFSRs clocked at different speeds [63] as shown in Fig.19. The LFSR-2 architecture,
of degree n is clocked at a speed s ≥ 2 times as fast as LFSR-1 of degree l, n ≥ l, and the
output signal d(t) as shown in equation (38) is produced according to

d(t) =

l−1
∑

i=0

u(t+ i)v(dt+ i) (38)

As a portion of the security key, variable d is used as the speed factor. If LFSR− 1 and
LFSR− 2 have primitive feedback polynomials and (l, n) = 1, (s, 2n − 1) = 1, then the
output sequence would have a linear complexity with period T = (2l − 1)(2n − 1) and
possess exceptional statistical properties. Once the feedback polynomials are well known,

Figure 19 : Pseudo-Random Bit Generator Based on Massey-Ruppel’s Multispeed
Generator

the cryptanalyst can determine the speed factor s and the initial states of both LFSRs by
(smax − 1)(2l − 1) consistency tests applied to an output section of length N ≥ l+ n+
log2 smax [26]. The hash values are determined by the LFSRs, which are used to generate
the non- recursive pseudorandom sequence to encrypt and decrypt data stream in the stream
cipher [115].

4.6 Test Pattern Generator

The system on chip testing and validation expects the hardware testing rapidity with low cost
and high performance. In IC testing, a simple vector with an adequate number of patterns is
generated to cover the high fault. The algorithmically generated test pattern generates good
fault coverage for logic networks are extremely time-consuming for the sequential circuits,
at which the test can be applied with the limitation of speed. Using linear feedback shift
registers, pseudorandom test patterns are generated [59] is adopted as method for testing
application [116, 117, 118], to achieve the low hardware overhead this testing method
eliminates the necessity to store the deterministic test patterns. The non-linear feedback
shift register used to generate non-recursive test pattern sequence is adopted for built-in
self-test (BIST) [119]. The desired fault coverage is achieved with the number of test pattern
by using LFSR as test pattern generator.

Pseudorandom patterns are generated using primitive LFSR is considered inadequate as
a test pattern generator in many cases. Several research have been conducted to steer the
LFSRs performance for random fault resistant, to increase the probability of generating test
patterns. The test pattern generator as shown in Fig.20, consists of LFSRs with k stages
of 2-port register (D1, D2, D3, · · · , Dn), the feedback logic function with the XOR gates
with the additional gates are distributed among the next stage registers. To generate the
necessary seed values from the functional block, all the n bits of LFSR not necessarily to
be inverted. To test the CUT completely, all the seeds generated using the m logic gates of
XORs (m < n).

Figure 20 : Test Pattern Generator
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4.7 Image Encryption Using Stream Cipher

The theory of information security is gaining more importance, in the field of data
transmission and storage. Image processing techniques and medical imaging Images are
broadly used for several applications in the area of images. Thus, it is important to protect
the image data from the unapproved access. To hide the information, image encryption [120]
plays a significant role in this field. Image encryption algorithms and methods as shown
in Fig.21, which are dependable frequency domain and convoluted simple spatial domain.
Initially, the encryption algorithms [121] are designed for the text image data, which is not
secured due to huge data sizes for many real time multimedia applications. In commercial
systems, to process the huge data of image and video, the software implementations of
ciphers are usually too slow and hardware implementation substantially increases the cost
of device manufacturers and service providers.

Figure 21 : Image Encryption Architecture

In the area of secure multimedia distribution, a major development to reduce the
computational requirements by which dataÂ’s are, encrypted partially using Â“selective
encryptionÂ”. For the security of digital image encryption, high and low levels of encryption
standards are utilized. The visual quality of the encrypted images are degraded to that of
the real image, in low-level encryption the image contents are visible and readable form to
the viewers. In case of high-level security, the images look like random noise which is not
readable to the viewers, the data contents are scrambled completely. To ensure a secured
encryption, the selective encryption method is implemented to avoid encryption of all digital
image bits. The lossless algorithm for image encryption and decryption [120], hence the
images are of highly information are used in such applications and lose of information is
not adequate. To obtain a fast method to encrypt only part of bit-stream [122, 123] is the
key aspect in the image encryption.

5 Conclusion

This paper depicts the concrete amount of survey of feedback shift registers, either
linear or non-linear product of fibonacci and galois configurations. It presents the most
development of its sequences, algorithms, architectures and applications pertaining to
analysing feedback functions of maximum period during last five decades. Thus, highlights
the empirical approach to minimize the hardware gate complexity by choosing the states
for the binary sequence to determine the next state function. For the past fifty years, quite a
few architectures and algorithms are adopted to improve the rapidity of linear or non-linear
type FSRs based stream cipher, due to the feedback functions applied to each and every
bit substantially to reduces the depth of feedback function enactment. Thus, increasing
the throughput efficiency with the reduction in the propagation time delay. Besides the
various applications in diversified areas which include image encryption and decryption,
cryptographic key stream generation, pseudo random bit generator, test pattern generator
and communication apart from technical and scientific computations in general have been
explored. Research on the parallel LFSR is deployed in high-speed optical communication
systems, which requires several gigabits for the throughput. Due to the improvement in the
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latency reduction and its throughput, FSRs probably fits for many real-time and high-speed
applications.The latency-area-speed-accuracy are balanced for various heuristic algorithms
and applications probably probed in detail and imposed within the scope of future work.
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Figure 1: Fibonacci LFSR
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Figure 2: Galois LFSR

Fibonacci LFSR

Simple shift register

generator (SSRG)

Galois LFSR

Multiple-return shift

register generator

(MRSRG) or Modular

shift register generator

(MSRG)

Definition External XORs as well
as many-to-one LFSR

Internal XORs as well as
one-to-many LFSR

Modulo-2
summation

Weighted Modulo-2
summation blocks
from the feed forward
path

Weighted Modulo-2
summations in the feed
forward path

Switching
Speed

Fibonacci is slower
than galois due to the
additional number of
hardware logic gates in
the feedback path

Galois form is generally
faster than the Fibonacci
in hardware due to the
reduced number of logic
gates in the feedback loop

Feedback
Taps

The set of feedback
taps for the equivalent
Fibonacci generator is
denoted as
[f1, m− f2,m−
f3, · · · , m− fn]f

The set of feedback taps
for a Galois generator is
denoted as
[f1, f2, f3, · · · , fn]g

Table 1: Comparison of Fibonacci and Galois LFSR
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Figure 7: An n-bit Galois NLFSR Architecture
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Fibonacci NLFSR

NF ( n− bit)

Galois NLFSR

NG (n− bit)

Feedback
Function

Feedback is applied
to the n− 1 th

bits f
′

n−1
= a0 ⊕

gn−1 ⊕ gn−2 |+2 ⊕
· · · gτ |+n−1−τ

Feedback is applied to
every bits
fn−1 = a0 ⊕ gn−1

fn−2 = an−1 ⊕ gn−2

Propagation
Time

Comparatively higher
than galois

Reduced since the
bits are computed in
parallel

1st and
2nd golomb
postulate

Satisfy both postulates Don’t satisfy both
postulates

Period of
Output
sequence

Equal to the longest
cyclic sequence of its
consecutive states

Not equal to the
longest cyclic
sequence of its
consecutive states

Table 2: Comparison of Fibonacci and Galois NLFSR

Figure 8: Fibonacci FCSR Architecture

Figure 9: Fibonacci d-FCSR Architecture

Figure 10: Galois FCSR Architecture
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Figure 11 : Galois d-FCSR Architecture

carry

Figure 11: Galois d-FCSR Architecture

Parameter LFSR FCSR

Mathematical
Model

LFSRs is rational
series in the ring
GF (2)[[x]]

FCSRs is
provided by
rational 2-adic
numbers

Transition
Function

LFSR is linear FCSR is quadratic

Attacks Weak resistance
to correlation and
algebraic attacks

Resistance to
correlation and
algebraic attacks

Register Flip-
Flops

n n

Carry Flip-Flops 0 m− 1
XOR Gates m− 1 4(m− 1)
AND Gates 0 m− 1

Table 3: Comparison of LFSR and FCSR
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Figure 12: MT19937 Hardware Architecture
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Figure 13: Add-With-Carry Generator
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clock u(n) f(n) y(n) clock u(n) f(n) y(n)

0 0 0 0 9 0 1 0
1 1 1 1 10 0 1 1
2 0 0 1 11 0 1 0
3 1 1 0 12 0 1 1
4 0 0 0 13 0 0 1
5 1 1 1 14 0 1 0
6 1 1 0 15 0 1 1
7 0 0 0 16 0 1 1
8 1 0 0 17 0 0 0

Table 4: Data Flow of CRC Architecture

KKey KKey 

Keystream Keystream

Ciphertext

Channel
Plaintext Plaintext

M MEncryption Decryption

ciphertotextplaina)( textplaintocipherb)(

Figure 18: Stream Cipher

Figure 19: Pseudo-Random Bit Generator Based on Massey-Ruppel’s Multispeed
Generator



Five Decade Evolution of Feedback Shift Register : Algorithms, Architectures and Applications35

blockfunctionalFrom

kC

1
C
2

C
3

C

TestUnderCircuitTo

Figure 20: Test Pattern Generator

i

CipherStream

1-LFSR

2-LFSR

output

streambit

Figure 21: Image Encryption Architecture


	Introduction
	Linear Feedback Shift Registers
	Non-Linear Feedback Shift Registers

	Algorithms and Architecture
	The FSR Algorithm
	The Cyclic Redundancy Check (CRC) and Bose-Chaudhuri-Hocquenghem (BCH) Algorithm
	FSR Architecture
	Linear FSR Architecture
	Non-linear FSR Architecture
	Feedback With Carry Shift Register Architecture


	Necessity of Feedback Shift Registers
	Applications of Feedback Shift Registers
	 Random Number Generators
	Mersenne Twister Generator
	Multiply-With-Carry Generator
	XorShift Generator
	Well Equidistributed Long-period Linear (WELL) Generator

	Data Compression
	High-Speed Communication Cryptography
	Bose-Chaudhuri-Hocquenghem (BCH) Encoder and Cyclic Redundancy Check (CRC) Operation
	Stream Cipher Generator
	Test Pattern Generator
	Image Encryption Using Stream Cipher

	Conclusion

